PERSONAL DATA PROCESSING POLICY

Logic Telecom LLC

Revision dated May 13, 2026

This Policy has been prepared in accordance with Federal Law No. 152-FZ dated July 27, 2006 "On Personal
Data" and other applicable laws of the Russian Federation, including amendments introduced by Federal Law
No. 233-FZ dated August 8, 2024 and Federal Law No. 519-FZ dated December 28, 2024.

1. General provisions

1.1. The Operator considers observance of human and civil rights and freedoms in personal data processing,
including the rights to privacy, personal and family secrets, to be a key condition of its activities.

1.2. This Policy applies to all information that the Operator may receive about visitors of
https://logictelecom.ru, clients, counterparties and other persons whose personal data is processed by the
Operator.

1.3. The Operator is included in the Register of Operators Processing Personal Data maintained by
Roskomnadzor.

1.4. The person responsible for organizing personal data processing is appointed by order of the head of the
Operator. Contact email: support@logictelecom.ru.

1.5. The current version of this Policy is publicly available at https://logictelecom.ru in the Legal documents
section.

2. Terms used in this Policy

2.1. Automated processing means processing with computer equipment.

2.2. Blocking means temporary suspension of processing, except where processing is necessary to clarify
personal data.

2.3. Website means the set of graphic and informational materials, computer programs and databases available
at https://logictelecom.ru.

2.4. Personal data information system means databases containing personal data and information technologies
and technical means used for processing.

2.5. Depersonalization means actions after which it is impossible to determine, without additional information,
whether personal data belongs to a specific subject.

2.6. Processing means any action or set of actions with personal data, including collection, recording,
systematization, accumulation, storage, clarification, extraction, use, transfer, depersonalization, blocking,
deletion and destruction.

2.7. Operator means a legal entity that independently or jointly with others organizes and/or carries out
processing and determines processing purposes, data categories and actions with data. For this Policy, the
Operator is Logic Telecom LLC.

2.8. Personal data means any information relating directly or indirectly to an identified or identifiable
individual.



2.9. Personal data permitted by the subject for dissemination means data made available to an unlimited circle
of persons by separate consent under Article 10.1 of the Personal Data Law.

2.10. User means any website visitor.

2.11. Personal data subject means an individual whose personal data is processed by the Operator.
2.12. Provision of personal data means disclosure to a specific person or group of persons.

2.13. Dissemination means disclosure to an indefinite circle of persons.

2.14. Cross-border transfer means transfer of personal data to a foreign state, foreign authority, foreign
individual or foreign legal entity.

2.15. Destruction means irreversible destruction of personal data and/or physical media.

2.16. Cookies are small data fragments sent by a web server and stored on the user's device for website
operation, analytics and user experience improvement.

2.17. Personal data incident means unlawful or accidental transfer, provision, dissemination or access to
personal data resulting in violation of rights of personal data subjects.

3. Rights and obligations of the Operator
3.1. The Operator has the right to:

- receive accurate information and documents from the personal data subject;
- continue processing after withdrawal of consent where there are legal grounds under Russian law;

- independently determine measures necessary and sufficient to ensure fulfillment of obligations under
personal data legislation;

- entrust processing to another person with the subject's consent or on another lawful basis.
3.2. The Operator must:
- provide the subject, upon request, information concerning processing of the subject's personal data;
- organize processing in accordance with Russian legislation;
- respond to requests of subjects and their legal representatives;
- provide Roskomnadzor with required information upon request within the statutory period;
- publish or otherwise provide unrestricted access to this Policy;
- take legal, organizational and technical measures to protect personal data;

- stop transfer, processing and destroy personal data where required by law.

4. Rights and obligations of personal data subjects

4.1. A subject has the right to receive information about processing, request clarification, blocking or
destruction of inaccurate or unlawfully processed data, withdraw consent, appeal actions or omissions of the
Operator to Roskomnadzor or a court, and exercise other rights provided by law.

4.2. A subject must provide accurate data and inform the Operator of changes where this is necessary for
interaction with the Operator.

4.3. Persons who have provided the Operator with inaccurate information about themselves or information
about another personal data subject without the latter's consent are liable in accordance with the legislation of
the Russian Federation.



5. Principles of personal data processing

5.1. Processing is carried out lawfully and fairly.

5.2. Processing is limited to specific, predetermined and lawful purposes.

5.3. Processing incompatible with the collection purposes is not allowed.

5.4. Only data corresponding to the processing purposes is processed.

5.5. The content and volume of processed data correspond to the stated purposes and are not excessive.
5.6. Accuracy, sufficiency and relevance of data are ensured where necessary.

5.7. Data is stored no longer than required by the processing purposes or law.

6. Purposes and categories of personal data processed

6.1. Purposes of personal data processing.
The Operator processes personal data for the following purposes:

6.1.1. Processing enquiries, requests and applications received from the Website, including feedback forms,
cooperation request forms and technical support forms.

6.1.2. Entering into, performing and terminating agreements with clients and counterparties and conducting
business correspondence.

6.1.3. Identifying representatives of counterparties during interaction.
6.1.4. Informing the personal data subject about the status of an enquiry, application or other request.

6.1.5. Sending advertising and/or informational messages about the Operator's activities, services, news and
special offers to the personal data subject where the subject has provided separately expressed consent.

6.1.6. Preparing accounting, tax and other reporting and maintaining accounting records in accordance with the
legislation of the Russian Federation.

6.1.7. Ensuring security of Website use, preventing fraudulent actions, and identifying and investigating
information security incidents.

6.1.8. Protecting the rights and legitimate interests of the Operator in the event of disputes with personal data
subjects or third parties.

6.1.9. Collecting statistics and analyzing Website traffic in depersonalized form in order to improve user
experience and the quality of Website operation.

6.1.10. Fulfilling other obligations imposed on the Operator by the legislation of the Russian Federation.
6.2. Categories of personal data subjects.
The Operator processes personal data of the following categories of subjects:

- Website users and visitors;

- the Operator's clients who are individuals and individual entrepreneurs;

- representatives of the Operator's clients and counterparties that are legal entities;

- candidates for employment who have sent a resume or other employment-related enquiry.

Processing of personal data of the Operator's employees is regulated by a separate local regulatory act, the
Regulation on Processing of Personal Data of Employees of Logic Telecom LLC.

6.3. Categories and list of personal data processed.

The Operator processes the following categories of personal data:



- surname, name and patronymic, if any;

- contact telephone number;

- email address;

- organization name and position, for representatives of legal entities and individual entrepreneurs;

- INN, for individual entrepreneurs and, where necessary, for representatives of legal entities;

- content of an enquiry, request or message sent through the Website or other communication channels;
- payment and settlement details, where an agreement is concluded;

- [P address, browser type and version, operating system type, time zone and technical session data of the
Website visit;

- cookie data and web analytics data, meaning depersonalized traffic and behavior indicators on the Website.

The Operator does not process special categories of personal data, including data concerning race, nationality,
political views, religious or philosophical beliefs, health, intimate life or criminal record, and does not process
biometric personal data.

6.4. Legal grounds for personal data processing.
Personal data is processed on the following legal grounds:

- consent of the personal data subject to processing of personal data, clause 1 part 1 article 6 of the Personal
Data Law;

- processing necessary for the performance of an agreement to which the personal data subject is a party or
beneficiary, or for conclusion of an agreement at the initiative of the subject;

- processing necessary for fulfillment of obligations imposed on the Operator by the legislation of the Russian
Federation, including accounting, tax, communications and information security legislation;

- processing necessary for the exercise of rights and legitimate interests of the Operator or third parties,
provided that this does not violate the rights and freedoms of the personal data subject.

6.5. Types of personal data processing.

The Operator performs mixed processing of personal data, with and without automation tools, with
transmission through internal networks and through the Internet where necessary for the processing purposes.

7. Legal grounds for processing

7.1. Processing is carried out on the basis of consent of the personal data subject unless another ground is
provided by law.

7.2. Consent may be given by completing and sending a website form with a mark confirming review of the
documents, by sending an electronic message, or by signing a written document.

7.3. Processing may also be carried out where necessary for performance of an agreement, exercise of rights
and legitimate interests of the Operator or third parties, or fulfillment of obligations imposed by Russian law.

7.4. Consent to receive advertising and/or informational messages is given separately.

8. Procedure for collection, storage, transfer and other processing

8.1. The Operator ensures the security of personal data and takes all possible measures to prevent access to
personal data by unauthorized persons, including:

- appointing a person responsible for organizing personal data processing;

- approving local regulatory acts governing personal data processing;



- applying organizational and technical measures to ensure security of personal data when it is processed in
personal data information systems in accordance with the requirements of Government Resolution No.
1119 dated November 1, 2012;

- using information protection tools that have passed conformity assessment in the established manner;

- familiarizing the Operator's employees directly involved in personal data processing with the provisions of
the legislation of the Russian Federation on personal data and with the Operator's local regulatory acts;

- carrying out internal control and/or audit of compliance of personal data processing with the requirements of
the Personal Data Law.

8.2. Transfer of personal data to third parties.
8.2.1. The Operator transfers personal data to third parties only in the following cases:

- where the personal data subject has consented to such transfer;

- for the purpose of performing an agreement to which the personal data subject is a party, beneficiary or
guarantor;

- on the grounds and in the manner established by the legislation of the Russian Federation, including upon
requests of authorized state authorities;

- to persons processing personal data on behalf of the Operator under concluded agreements.
8.2.2. Categories of persons to whom personal data may be transferred:

- payment systems and credit institutions, for payment processing;

- organizations providing accounting and legal support services;

- technical contractors ensuring operation of the Website and the Operator's information systems, including
hosting providers, cloud service providers and information security service providers;

- postal organizations and courier services, where documents need to be sent;
- authorized state authorities, upon requests in the manner established by law.

8.2.3. When transferring personal data to third parties, the Operator ensures conclusion of agreements
containing terms on maintaining confidentiality of personal data and taking necessary measures to protect
personal data.

8.3. If inaccuracies in personal data are identified, the personal data subject may update the data independently
by sending a notice to the Operator at support@logictelecom.ru with the note "Personal data update".

8.4. The period of personal data processing is determined by achievement of the purposes for which the
personal data was collected, unless another period is provided by an agreement or applicable law. The personal
data subject may withdraw consent at any time by sending the Operator a notice by email to
support@logictelecom.ru with the note "Withdrawal of consent to personal data processing".

8.5. Information collected by third-party services, including payment systems, communication providers and
web analytics services, is stored and processed by such persons in accordance with their own user agreements
and privacy documents. The Operator is not responsible for the actions of third parties where the user
independently transfers data to them or follows external links.

8.6. Prohibitions established by the personal data subject on transfer, except for granting access, and on
processing or processing conditions for personal data permitted for dissemination are observed by the Operator
in accordance with the legislation of the Russian Federation.

8.7. When processing personal data, the Operator ensures confidentiality of personal data.

8.8. Conditions for termination of personal data processing may include achievement of the processing
purposes, expiration or withdrawal of consent, termination of the Operator's activities, or other circumstances
provided by the legislation of the Russian Federation.



8.9. Recording, systematization, accumulation, storage, clarification, updating, modification and extraction of
personal data of citizens of the Russian Federation are carried out using databases located in the Russian
Federation, unless otherwise provided by law.

9. Use of cookies and web analytics

9.1. The Website uses cookies to ensure correct Website operation, user authentication where a personal
account is available, traffic analysis and improvement of Website operation.

9.2. The Website may use the Yandex Metrica web analytics service provided by YANDEX LLC, Russia, to
collect depersonalized visit statistics. The terms of data processing by Yandex Metrica are available at
https://yandex.ru/legal/metrica_agreement/.

9.3. The user may refuse optional cookies on the first visit to the Website through the relevant interface, cookie
banner, or by configuring the user's browser. Refusal to use cookies does not prevent access to the main
informational sections of the Website.

10. Cross-border transfer

10.1. As of the approval date of this Policy, the Operator does not perform cross-border transfer of personal
data.

10.2. If such transfer becomes necessary, the Operator will obtain required information from foreign recipients,
submit a notice to Roskomnadzor where required, and obtain separate consent where required by law.

10.3. Information on cross-border transfer, if implemented, will be reflected in the current version of this
Policy.

11. Confidentiality

11.1. The Operator and other persons with access to personal data must not disclose or disseminate personal
data without consent unless otherwise provided by law.

11.2. The confidentiality obligation continues after processing or access is terminated.

12. Personal data security measures

12.1. The Operator takes necessary legal, organizational and technical measures to protect personal data from
unlawful or accidental access, destruction, modification, blocking, copying, provision, dissemination and other
unlawful actions.

12.2. Measures include threat assessment, application of organizational and technical controls, use of
conformity-assessed information protection tools where required, effectiveness assessment, accounting of
machine media, incident detection, data recovery, access rules and control over security measures.

12.3. The Operator holds valid FSTEC Russia licenses related to technical protection of confidential
information.

13. Actions upon detection of personal data incidents

13.1. If unlawful or accidental transfer, provision, dissemination or access to personal data is established and
this has resulted in violation of the rights of personal data subjects, the Operator:

13.1.1. Immediately, but not later than 24 hours from the moment the incident is detected, notifies
Roskomnadzor of the incident, the assumed causes that resulted in violation of the rights of personal data



subjects, the assumed harm caused to the rights of personal data subjects, the measures taken to eliminate the
consequences of the incident, and also provides information about the person authorized by the Operator to
interact with Roskomnadzor on issues related to the detected incident.

13.1.2. Within 72 hours from the moment the incident is detected, notifies Roskomnadzor of the results of the
internal investigation of the detected incident and provides information about the persons whose actions or
omissions caused the detected incident, if any.

13.2. Notifications are sent through the special form on the Roskomnadzor Personal Data Portal,
https://pd.rkn.gov.ru/incidents/, or by another method established by Roskomnadzor.

13.3. The Operator ensures interaction with the state system for detection, prevention and elimination of
consequences of computer attacks on information resources of the Russian Federation, GosSOPKA, in cases
provided by law.

14. Final provisions

14.1. A personal data subject may obtain any clarifications concerning the processing of the subject's personal
data by contacting the Operator by email at support@logictelecom.ru.

14.2. Any changes to the Operator's personal data processing policy will be reflected in this document. The
Policy is valid indefinitely until replaced by a new version.

14.3. The current version of the Policy is freely available on the Internet at https://logictelecom.ru in the Legal
documents section.

14.4. Operator contact details:

Logic Telecom LLC.

Address: 4 bld. 4, 4922nd Passage, Moscow, 124460, Russian Federation.

Email, for enquiries concerning personal data processing: support@logictelecom.ru.
Telephone in Moscow: +7 495 926-94-77.

Telephone for regions: +7 800 333-94-77.

14.5. Supervision over compliance with personal data legislation is carried out by the Federal Service for
Supervision of Communications, Information Technology and Mass Media, Roskomnadzor:

Address: 7 bld. 2, Kitaygorodsky Passage, Moscow, 109074, Russian Federation.
Website: https://rkn.gov.ru.

Enquiry form: https://rkn.gov.ru/treatments/ask-question/.



